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LLM (Large Language Model) 

Conclusion & Takeaways

•Curated to evaluate risk awareness of LLMs for agent safety, R-Judge is a human-aligned benchmark dataset with 

complex multi-turn interactions between the user, environment, and agent. It incorporates human consensus on safety 

with annotated safety labels and high-quality risk descriptions. 

•Evaluation of 8 LLMs shows considerable room for enhancing the risk awareness of LLMs. Further analysis explore the 

impact of different mechanisms and conduct in-depth case studies, summarizing key findings with valuable insights to 

facilitate future research.

•Label Score for Safety Judgment. To evaluate the 

ability of LLMs to make safety judgments, a label-based test 

compares LLM-generated binary safety labels with truth 

labels from the consensus of human annotators.

•Pairwise Evaluation for Risk Identification. To 

evaluate effectiveness of LLMs in identifying safety risks, an 

open-ended test utilizes GPT-4 as an automatic evaluator to 

assess open-ended model-generated analysis on unsafe cases.

Metrics

•F1, Recall, Specificity, Validity (the ratio of valid answers)

•Effectiveness: Relevance between model-generated analysis 

and human-written risk description, assessed by GPT-4.

•Most LLMs Fail.

•Larger generally Better.

•Additional fine-tuning on safety alignment does not necess-

arily raise risk awareness in agent scenarios. 

Agent safety is of great concern!!!

Influence of Different Prompting Techniques

Key Flaws

Oracle Test

•Straightforward prompting mechanisms fail.

•Leveraging risk descriptions as environment 

feedback significantly improves performance.

Action Feedback

Input Output

                          

                         

                          

                         

             

               

                 

                        

                             

                        

                     

                         

                           

                 

                   

                                     

                                   

                                   

                                 

              

                

                                         

       

                                       

           

                                          

       

                                     

                      

                   

      

           

              

             

          

LLM Agent

Safety Assurance
LLMs as Monitors

162 Records

7 Categories

27 Scenarios

10 Risk Types

Scan for details~
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R-Judge

Risk Types

Privacy Leakage

Computer Security

Data Loss

Financial Loss

Property Damage

Illegal Activities

Physical Health

Ethics & Morality

Bias & Offensiveness

Miscellaneous


